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IOT Device

SIMATIC IOT 2020 / 2040

Ethernet Gateway manufactured by Siemens and based on 
Arduino.

Operating Systems: Yocto Linux 2.1

5 ED of 24 V & 2 SD, 2 EA between 0 & 10 V or between 0 and 20 
mA

Programmable with high level languages (Java, C++, Python,

JavaScript: Node.js / Node-RED)

For more information on how to install-and-configure the SD and software,follow the link below (JANUARY 2018):
https://drive.google.com/file/d/18NCgvOZVMuQlij5iruu0gIL-xa4y5eON/view



IOT for each wine tank

controlling:
-PT100 temperature probe 

(4-20 mA)

-Cold valve relay

Installations of 24 and 64

IOTs in an Ethernet Network

IOT in real installation - 2020



Node.js

Runtime environment

for JavaScript

Node-Red

PC Modules



Node-Red

Node-Red

Flow-based development 
tool for visual programming 

originally developed by IBM 

to connect hardware 
devices, APIs, and online 

services as part of the 
Internet of Things.

http://localhost:1880



Node-Red (flows)

Flow examples ¡

-Process control

-Writing to local CSV file

-Publishing to dashboard



Node-Red (Dashboard)

http://localhost:1880/ui Flow



Node-Red ( JSON )

JSON format flows

Acronym for JavaScript

Object Notation, "JavaScript

object notation") is

a plain text format

for exchanging

data.

Exporting flows



Node-Red (Modbus TCP)

Data exchange via

Modbus TCP
Modbus Server Node

SCADA control of multiple

distributed IOTs.

SCADA programmed with

Visual C# .NET.

Signals (I)

Set Points (W) SCADA Process Values (R) 
SCADA

Signals (O)



SCADA (Modbus TCP)



MQTT

Message Queue Telemetry
Transport)

ISO standard publish-subscribe 
messaging protocol.

Works over TCP / IP.

It is designed for connections to 

remote locations with “small code 
footprint” or limited network 

bandwidth

Broker. Data collector from
publisher and server to subscribers

1

3

2



Cloud data Pub/Sub

Publish MQTT to NodeRed Subscribe MQTT to NodeRed

Account created
in Ubidots

(broker)

PUBLISH
Device: plc_1200

Variable: msg.payload.brightness

SUBSCRIPTION
Device: plc_1200

Variable: brightness
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Cloud data broker

Ubidots (MQTT broker)
Publishing dots to the cloud 

from Node-RED

We use MQTT Protocol 
(Message Queue Telemetry 

Transport)
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